!
I "H#HPD % | &

o9







)

e 3 0'%& 1 1 4 %
e 5 1/ ] /!
— 4 % %/ % %! 56/#874 |/

-5& 4/ %
. 0%
. 9~ /[ 9
. 4 &%

/ 1




e 3 | /111 %
s H - 5% % !
e #

!

— " 7T& !l ! 9%

- 1= =& %




3
41 - * / 4 &% 0% -

e |/ 4 %0* =41 -~
- -% 0% - 2

Largest Attack Observed — Past 12 Months

W <100 Meps W 100- 500 Mbps 1-4 Gbps
M 4-10Gee M 10+Gbpe

Survey Respondents

Fgure 5: Largest Attack Observed = Past 12 Months
Source: Arbor Networks, Inz




e 8/

e ><8> 6(>7+

o 11

¢ <

o 2020 T IS %,




11 11%

Largest Observed Attack Vectors Largest Attack Observed — Past 12 Months

W <100 Meps W 100-500 Mbps 1-4 Gbps

W 4-10Gbpe M 10+Gbps
I Fiaod-Based {ag. UDP, ICMP)

iz
ataenl fa. - 2
M Protocol-Based (e.g, RST, SYN, Frag) £
Application-Based (e.g. URL GET. DNS, 50L) E -
8
0 Other Z 0w
2
5 B
[45]
D%

FAgure 5: Largest Attack Observed = Past 12 Months
Source: Arbor Networks, Inc.

Primary Attack Mitigation Techniques

25 Gbps

. Source-Based ACLe ar Destination-Bagad ACLS or
Packet Filtars Packat Filtare
Il Destination-Based BGP RTBH Rate Limiting
Source-Based BGP RTBH [ | Intalligant Fittering
(.g. Arbor Pazkflow SP TMS)

Il BGP Flow Specification

I other

405

35%

200 Mbps

30%

256 —F ﬁ
20 1998 2001 004 2007

- 1 Frirmtnve YWorms Boltnals f_','e.-.';:_-f War

o | TFN, etc Code Red IRC Dedicated
. | Nimda Botnets

Fgure 9: Primary Attack Mitigation Technigues

Survey Respondents

Source: Arbor Networks, Inc.




3 &

%

Mozilla Firefox

ocokmarks Tools Help

ﬁ' '|_| http://friendfeed.com/huzeyfeonal ﬁ:} & -"l*
ftarted oy Latest Headlines \

| fizy / videomusic. \§_ - M Myrilg

TN

500 Internal Server Error

&
[Http/1.1 Service Unavailable

neine/0.6.34

C ¢ hitp//www.youtube.com/




30% ! %

o (- 1% A B

. | I"C

e %/ %% /! /| DE34

e % % / /"DF4 G34H % !

e 1% [ /™




( )

e 0o & , I
—(0%/! 55735< -%
~3 1 %]/
e &% #7 |/
— o % &% & K >
| & I/
—/&IGIIN& & ! % 14
— % K/ & % % 0% % 0 %
%
. I* % %

=l 4% % [!,)?.
-3 %GJ34 '%LIIM /




els :: atistics &
Information:
.
Profile: M =
GMT date: 11.02.2009 Total logs in database: 2677358
GMT tima: 14:15:27 Time of first install: 19:59:26 12.02.2009
Statistics: Total bots: 2985
Total active bots in 24 hours: 678
— Summary
Botnet:
Botne
Online bots
R e o s Installs (127) Online bots (573)
Logs: Ge TH 122
i -- -- 121
Search RU RU 120
Search with template us GE a6
Uploaded files TH 14||US 33
T DE 6| TR 25
Profiles e Sl 1
A FR. 3 || v 9
sl I 2||Pe 9
Options BE 2 || BU 5 =
Logout CN 2|54 3
KR 1||IT 3
IE 1||DE 2
CH 1|(MA 2
MY 1||EG 2
SA 1|(UA 2
ID 1||AZ 2
VN 1|(BY 2
TR i|(LB 1
LB 1| MY 1
s 1
Fertig o0 | as S | Apache/2 |
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