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EBI firmasi, kendisine dDO S saldins yapildhin suglamasiyla Teklan aleyhine beyoglu Cumhuriyet Savcii@ina gikayette bulundu.
Sirketin itiraf.com, siberalem benzeri sitelerinin host edildigi firma olan Teklan'dan aynimak istemesi lizerine saldinlann

bagladidn iddias, sektdrii kangtirdi. Teklan konuyla ilgili bir agiklama yaparak, olay valanlad. ) -
_ Bilisim Zisternlerinde Ad: Rilisim Ainatiel ve Vilzissyar Olayiar: Inceleme RN




Diin aksam saatlerindeTiirkiye'de bazi kamu kurumlarna siber sal £af: 2010
bulunan siber-aktivistler grubu Anonymous, ilk hedef olarak TIB'i ¢
Olusum Meteorolojinin ve SGK'nin da sitelerini hedef aldi. Target:

When:

Anonymous TiB'e saldird:! Operation: Papback @

¥ EEEE TN fstie

We will fire at anyone or anything that tries to censor
WikiLeaks, including multi-Billion dollar companies such as

you're next for censoring discussion.

) Mozilla Firefox MER HIVE server to
e b s , channel

ir IRC network!
http://anonops.net/ + | B/

AnonOps is currently under heavy DDoS attack. The website will be back up ASAP.

ntvmsnbc ve Ajanslar
Guncelleme: 20:22 TSI 09 Haziran. 2011 Persembe

ISTANBUL - Uluslararasi siber-aktivistler grubu Anonymous'un
Tuarkiye'de yararlige girecek filtre uygulamasini protesto igin
yapacadini acikladigi ilk siber saldin, din aksam saatlerinde gergeklesti
ve ilk olarak Telekominikasyon ve Iletisim Bagkanhgi'nin sitesini hedef
ald.

Basgkanhgin yedek sunucular da dahil 8 ayn 6nlemine ragmen, siteye
18:00'den itibaren yaklasik 20 dakika erisilemedi.

Detailed log “ @AnonyWatCher

Uptime Resoonse time
B

V 1 TANGO DOWN - mastercard.com -
Restricting funds to Julian Assange and
#Wikileaks. All countries should be down,
too. #O0perationPayback #DDoS

Favorite Retweet Reply
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Siberalem.com, itiraf.com ve ideefixe.com sitelerine ATAK YAPARAK
calisamaz hale getirdigi iddia edilen kisi yakalandi; TUTUKSUZ
YARGILANACAK

Bilgisayar Programcisi Batuhan ., "Benim bilgisayarim
ullanarak bu saldinlan yapmis olabilirler. Benim bunlarla
bir alakam yok" dedi

Elektronik Bilgi lletigim sirketi yetkilileri, Istanbul Asayis Sube
MOdirGga'ne bagvurarak, bes milyondan fazla yesi bulunan
kendilerine ait www.siberalem.com, www.itiraf.com ve
www.ideefixe com sitelerinin hacklenerek calismaz hale getirildigir
belitip sikayetci oldular.
Tliskili Bashklar Tiim Bashklar
. o ) Biligim Suclan Baro Amirligi ekipleri, "DDOS Attack” yantemi
{" Internet Bilgisayar Korsanhd - . . . N .
Hackerlik (132 haber! kullanilarak kullanicilann sisteme girmelerinin engelledigini tespit
" internet Suclar (129 haber) etti. Elektronik ortamda takibe alinan hackenn izini kisa sirede
i . bulan dedektifler Batuhan C.'yi (26) dnceki gin gdzaltina aldi.
Bilgisayar Programcisi Batuhan C_, "Benim bilgisayanmi
kullanarak bu saldinlan yapmig olabilirler. Benim bunlarla bir
Paylas: [} M E E L alakam yok" dedi. Poliste iglemleri tamamlandiktan sonra adliyey:

gikanlan Batuhan C. tutuksuz yargilanmak Gzere serbest birakildi.

(*' internet (731 haber]

Bu Bashd Takip Et | Haberi Sakla

Hacklenen g sitenin sahibi olan sirketin yetkilileri, 17 Temmuz 2007'de yaklagik 22 aydir host hizmeti aldiklan
sirketi pahal oldugu icin birakacaklann agikladiklanni belirttiler. Sirket yetkilileri, bunun Gzerine, host hizmeti
aldiklan sirketin kendilerini, "Bizi birakirsaniz sizi batiracadiz. Size kargi elektronik saldinlar diizenleyip sitelerinizi
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http://mwww.hukukcu.com/bilimsel/kitaplar/bilisim_internet_suclari.htm
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adim Selen. Izmir'de yasiyorum. Adli tip enstitiisiinde yiiksek lisans yapmaktayimn.gelecekte bilgi teknolojileri
bilisim suclar1 alaminda bilirkisi olmak icin kendimi egitmek istiyorum.

Sizden, yva da beni yonlendireceginiz kurulustan ovyle bir egitim almak istiyorum ki,sonrasinda mahkemeden bana
sorulacak asagidaki sorulara yvamt verebileyim:

*bir bilgisar tizerinden kredi karti online bankachk dolandiricihg olmusturve siipheli web gecmisini
temizlemistirgonderilen harddiske bakarak bu sucun bu bilgisayardan mi yapildigim soyle.

*kar-koca bosanma davasiadam kadimin facebook-hotmail-msn tizerinden baska erkeklerle gorustugunu
soyluyorama kadin tum mesajlarnm silmus.

msn konusma kaydim da hic tutmams.delil var nu?

*suca karisan bir IP tespit edilmis.tam saati saniyesi internet saglayiciya bildilrilmig.internet saglayici o saatte bu
dinamik IP'min xx e atandiim bildirmis.ancak kisi bunu inkar ediyor.olasi senaryolar?(wireless sifresi kirma,mac
kodu internet saglayicida tutulur mu..vb gibi sorular)gercekten yaptiysa deliller?vapmadiysa delller?

*calinan bilgisayarethernet yva da wlan kartt MAC kodu bilhmyorsa bulunabihir nu?

*encase ile imaj alma.ve alinan bu 1imajin analizi.

ve bunun gib1 aklimiza gelebilecek suc ile ilgili cesitli sorular.

bu sorularn hangilerinin cevabim kapsayan bir egitimi bana verebilirsiniz?
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File Edit Wiew Options Help
XE o o0
Device Mame Description Devic... C...  Safe.. Di.. U, D. Serial Number Created Date Last PlugfUnplug D...  ¥en... Produc... Firm.., U3, Whoas L [

o HP Ink Module with Bluet. .. i

M3P430 Application UART Communica. .., 1072010 120:1. .. 0451

USE Human Interface Device HID {Huma... Mo es Mo Mo 1072010 1:20:1... 0451 f432 1.00 03 oo i}
QEVUSB—PSIZ Optical Mouse  USE Human Interface Device HID {Huma... Mo as ] ] 6/10f2010 6:27:00 ... 046d c03d 20,00 03 01 0z
QCruzer Micro SanDisk Cruzer Micro USE Device Mass Storage Mo Mo Mo Mo E: 2004432360057222C776 2I1)2011 11526 P 2/17/2011 3:111:25 PM 0751 5151 0.10 0s 05 g0
dE"DataTra\u’eIer 2.0 Kingston DataTraveler 2.0USE ...  Mass Storage Mo Mo Mo Mo F:  001D92A3SEACSESEOS0AOSEF  12/9/2010 10053:3...  MN/A 0930 6545 1.00 05 06 =]
%External LISE HDD Toshiba External USE HDD USE ... Mass Storage Mo Mo Mo Mo 37394C335330454 753202020 6/10/2010 7:45:31 PM MNjA 0480 abo1 1.04 05 0& S0
@Freengent GoFlex Seagate Freefgent GoFlex USE ...  Mass Storage Mo Mo Mo Mo MNAOSS97H 11/15/2010 3:145:1...  MN/a obcz 5031 1.00 03 05 50
dE"HP Flash Media Reader HP USB20 HS-COMBO USE Device Mass Storage Mo Mo Mo Mo 070706100002 TIG/2010 712713 PM MiA 03fa 0423 5.58 05 05 50
%’NOOK Bl NOCK USE Device Mass Starage Mo Mo Mo Mo I72041736775 11J27}2010 10:09:.,.  2/13/2011 6:32:33 PM 2080 noo1 322 05 05 50
QRocketFish Rocketfish USE Device Mass Storage Mo Mo Mo Mo AADBL24B00000931 11192011 1:03:56 ... M/A 19fFF 0223 g1.92 0s 0& 50
%"TEP.C FD-05PUE TEAC USE Floppy Mass Starage Mo Mo Mo Mo 6/10/2010 6:27:00 ... MfA 0544 Qooo 0.00 05 04 oo
%USB Z.0FD PNY USE 2.0 FD USE Device Mass Starage Mo Mo Mo Mo G UTYMOS32030461 11/15/2010 3:53:5... N4 154b no40 1.00 05 05 50
%USB 2.0FD PMY USE 2.0 FD USE Device: Mass Starage Mo Mo Mo Mo H:  UT¥MOSe400F364 11/15/2010 3:154:4...  MNia 154h no4o 1.00 0s 0& 50
QUSB Flash Drive UFD USE Flash Drive USE Device Mass Storage Mo No Mo Mo AA0401 1600000272 ifglzoio im3en,..  Nia 05dc a740 ii.00 08 i 50
dE"USB Mass Storage Device  Ub163 USB2FlashStorage USBD...  Mass Storage Mo Mo Mo Mo 00000000000ESE 6/10f2010 6:27:00 ...  MN/A 0bz7 0163 1.00 03 06 50
gE"USB Mass Storage Device  Ub163 USB2FlashStorage USBD...  Mass Storage Mo Mo o o 00000000000ESD 6/10f20106:27:00 ...  MN/A 0bz7 0163 1.00 03 06 50
QUSB Skorage TOSHIBA MELO032G4K USE Device  Mass Storage Mo Mo Mo Mo 000000000033 1/4/2011 7:20:59 PM MN/A 05e3 0718 0.41 0s 0& 50
dE"\u’llS\'\\l HP w115w LISE Device Mass Starage Mo Mo Mo Mo Q0000000000064 §/26/2010 4:04:27 PM  2/16/2011 2:42:37 PM 03f0 3do7 1.00 05 05 50
B Tavas Tnetriments M 1ISR Cnmancite Nivice 1 inknnnan Mn Vs M M M7FF4 1 FEMFanzan 1NIFERM N e FHTIFN1 75407 BM N451 Fa=7 1N n N n>n A
23 itemis), 1 Selected HirSoft Freeware. http:/www.nirsoft.net ush.ids is not loaded




Pa

DSNA DSUOUANRE SY

ADSNA 3ISUGANARESYSIT 1F @NJ
iYAYSS yS&$§ 3| NB | _ popaikyRy &
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.. ~ ~r v root@bt:~# shred —-n 15 ozel dosya -v
I Y 2 Y LJ'E S R A a cl A shred: ozel dosya: pass 1/15 (random) ... y
shred: ozel dosya: pass 2/15 (924924) ...

shred: ozel dosya: pass 3/15 (béadbéd) ...

)& shred: ozel dosya: pass 4/15 (ffffff) ...
/deV/hda’ /deV/Sdaparametre shred: ozel dosya: pass 5/15 (random) ...

. . shred: ozel dosya: pass 6,/15 (000000} ...

olarak verilmeli shred: ozel dosya: pass 7/15 (249249) ...

shred: ozel dosya: pass 8/15 (random) ...

shred: ozel dosya: pass %2/15 (6edbédb) .

shred: ozel dosya: pass 10/15 (aaaaaa)...

shred: ozel dosya: pass 11/15 (492492) ...

shred: ozel dosya: pass 12/15 (random)...

shred: ozel dosya: pass 13/15 (db6dbs) ...

shred: ozel dosya: pass 14/15 (555555) ...

shred: ozel dosya: pass 15/15 (random)...

root@bt:~# [
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Supported Plugin Coemands:

bioskbd Reads the keyboard buffer from Real Mode memory
connections Print list of open connections [Windows XP Only]
connscan Scan Physicol memory for _TCPT_OBJECT objects (tcp connections)
crashdump Dumps the crashdump file to a raw file
crashinfo Dump crash-dump information
d1 1 dump Dump DLLs from a process address space
dlllist Print 1list of loaded dlls for each process
driverscan Scan for driver cbjects _DRIVER_OBJECT
files Print 1list of open files for each process
filescan Scan Physical memory for _FILE_OBJECT pool allocations
getsids Print the SIDs owning each process
hibdump Dumps the hibernation file to a raw file
hibinfo Dump hibernotion file information
hivelist Print list of registry hives.
hivescan Scan Physical memory for _(MHIVE objects (registry hives)
imagecopy Copies a physical address space out as a raw DD image
imageinfo Identify information for the image
inspectcache Inspect the contents of a cache
kdbgscan Search for and dump potential KDBG values
kpcrscan Search for ond dump potential KPCR values
1inux_arp print the ARP table
1linux_dmesg gathers dmesg buffer
limux_dump_map gathers process maps
linux_ifconfig gathers active interfaces
linux_list_open_files lists open files
Timux_1smod gathers loaded kernel modules
Timux_mount gathers mounted fs/devices
linux_netstat lists open files
linux_proc_maps gathers process maps for linux
Tinux_route Tists routing table
Timux_route_cache lists routing table
Timx_task_list_ps gathers active tasks by walking the task_struct->task list
limo_task_list_psoux gathers processes along with full command line and start time
Tinux_tasklist_kmem_coche gathers process through the kmem_cache
Dump the addressable memory for a process
Print the memory map
Dump a kernel driver to an executable file sample
Scan Physicol memory for _LDR_DATA_TABLE_ENTRY objects
Print list of loaded modules
Scan for mutant objects _KMUTANT
Scan a Vista, 2008 or Windows 7 image for connections and sockets
Patches memory based on page scans
printkey Print a registry key, and its subkeys and values
procexedump Dump o process to an executable file sample
procmemdump Dump a process to an executable memory sample
pslist print all running processes by following the EPROCESS lists
psscan Scan Physical memory for _EPROCESS objects
psscan Scan Physical memory for _EPROCESS objects
pstres Print process list as a tree
regobjkeys Print 1list of open regkeys for each process
sockets Print list of open sockets
sockscan Scan Physical memory for _ADDRESS_OBJECT objects (tcp sockets)
ssdt Display 550T entries
strings Match physical offsets to virtual addresses (may toke a while, VERY verbose)
testsuite Run unit test suit using the Cache
thrdscanz Scan physicol memory for _ETHREAD objects
vaddump Dumps out the vad sections to a file
vadinfo Dump the VAD info
vadtree Walk the VAD tree and display in tree format
vadwalk Walk the VAD tree
volshell Shell in the memory image




Linux Bellek Analizi

#memdump> FDUMP

Al ft PYlty YSY2NE AYFZ2P RN
i TeSNAAAYRS UNY OSNA{ SNI A
A Memdumpile dosyayaaktarP f K Fioigildrini

stringkomutu ve grepkomutunuykuillanarale
#strings FDUMPgrepnetsec

Incelaebilir. netsec@192.168.1.107
netsec

sshd netsec@pt&6
netsec

USERetsec
MAIL=~Far/mail/ netsec
HOME=/homenhetsec
LOGNAMBetsec
/var/mail/netsec
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Windows Bellek Analizi

i) Process Hacker [BGA-CYBOSEC\root] 18 x|
Hacker Wiew Tools Users Help

Processes | Services | Network |

Name [P cpul  1/0Total [ Private B... | User Name [ Description [ -
Iﬂ CFIWmxSvcst4.exe 730 1,48 MB ConfigFree Service Process
57 cFsves.exe 4252 2,04MB ConfinFree Service Process
5 svesteve = 1ol x -loix
5] UNS. exe 5112
[ wmpretwk.exe 1072 32.941 results. | performance Threads I Token I
[ skhostene 11412 e I Length :I Ld | Environment I Handles
77 leass.exe 992 0%70000 52 o | e
7] lem.exe 1004 Oxcceb0 30 —I
a inlogon. exe 932 Oxce7cd 30 dress + | size | Protect... | -
El [ explorer exe 0xd1f30 24 x0 54kB NA .
Oxd2b50 30 10000 64 kB RW
i > JRI=TE
0xd53a0 24 —
Oxd5ac0 22
Oxdscfc 34 | Resut -
Oxd54b0 284 e_itleri yokturGeneline birden Computer forensics ad1 verilirSekt
Oxd&sb4a 22 retilmi_tirDisk forensicsMetwork forensicsMobile forensicsMemory forensicsGSM forensic:
0xd7 4 rensicsMemory forensicsGSM forensics. ..
07500 34 rk forensics. pptx
wd7e20 160 - D:\BGA \Egitimler \Egitimler \Wetwork Forensics Egitimi\Egitim Motari\l. Gun\0_Metwork_fc
0xda270 42 w:\EGA\Egiﬁmler\EgiﬁmIer‘.Netwnrk Forensics Egitimi\network forensics. pphx
Oxda2fo a0 Mobile forensics
Oxdasan 30 Metwork forensics
Oxd8aal 32 Geneline birden Computer forensics ad1 verilir -
Oxdaaca 24 GSM forensics...
OxdScel 24 Mobile forensics
Oxdadon a8 D:'\BGA\Egitimler aynaklar \Sunumlar \Computer Forensic Analyse\fvlug-forensics-intro.
Fiac AR - a4 Memory forensics
il—l network forensics. pptx
Filter e_itleri yokturGeneline birden Computer forensics ad1 veriirSekt
9464 — retilmi_tirDisk forensicsMetwork forensicsMobile forensicsMemory forensicsGSM forensic:
13,715 itimler genellikle Metwork forensics konusunu sadece trafik analizi v
nden incelemektedir. SANSNetwork forensics »
i er forensics y J
B[E] avgrsa.exe erisinde Network forensics konusuna de -
[m=] aVOCSrva. exe inecek baz1 maddeler bulunmaktad 1r.En ciddi kanun maddesi olarak 5651 say 111 kanunl
e_jtleri vard Ir.Network forensicsDisk forensicsMobile forensicsMemory forensics. .. -l =
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A Volatility

Basic Usage of Volatility 2.0

Volatility 2.0 has the ability to analyze W2K3 SPOU/SP1/SP2, Vista SPO/SP1/SP2, W2KE SP1/5P2 and Windows 7 SPO/SP1 images in addition
to Windows ¥P 5P2 and SP3. In order to analyze an image that is not Windows XFP SP2, you should provide the correct profile when running
Wolatility commands. You can obtain the profile from Vaolatility by typing:

£ python wol.py --info

In addition to scanners, plugins and other items that Volatility "knows" about, you should see a section for profiles:

PROFILES

VistaSPoxae Profile for Windows Wista SPO xB86
VistasP1x86 Profile for Windows Vista SP1 x86
VistasSP2x86 Profile for Windows Vista SP2 xB86
Win2K3SPBOx36 - Profile for Windows 2083 SPB xB6

Win2K35P1x86 - Profile for Windows 2003 SP1 x86
Profile for Windows 2082 SP1 xB&6
Profile for Windows 2083 SP2 xB6
Profile for Windows 7 SPO x36
Profile for Windows 7 SP1 x86
Profile for Windows XP SP2
Profile for windows ®FP SP3

Win2K85P1x86 -
Win2K8SP2xB86 -
Win7SPEx86
Win75P1x86
Win¥PSP2x36
WinXPSP3xB86

A
A
A
A
A
Win2K35P2x286 - A Profile for Windows 20083 SP2 xB6
A
A
A
A
A
A




Mobil SistemAnalizi

Aaz20Aft aAal0SYTISNIKIFIéel Py
i 1Py 3SESOSTGS oAfIAElFEIT
A Mobil sistemlereg | vy Gdlidndlizeel f Pidedén & T
A S NJA NXK
i Ceptelefonu, 1 B6 €t B T gsfeinlerpdi@rtA 6t SY
i{AY 12LRFIEIYIZ {PEEtP OGSt
memory analizi(iPhone I0S, Andreoid, Symbian)
AD{a FTEP Iyl ftAlf SN
iYAY YSNBEA IFNRPZ yS YSal
I Dinleniyor muyumJ
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Mobil Sistem

AoD AtS OANIATUS Y20Atl
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Al NIP]T KSNJ oANB& il
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GSM

A GSM (Global System for Mobile Communication
A600milyarR2 f ABINDPN

Ad.~milyar] dzf f | Y POP

A %90doyum?2 NJ ViR \f Idbilrtékdoloji

(5 S [LI.

The wireless evolution
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¢cSYStf D{a . Af

AMS
i Mobile StatiorfY dzf I ycdef® &S® SHUygsiml N.
karto I' NJP VSRt&EMEY v ©
ABTS g" é
i Modulation/demodulationA 6 f S YyapSrN= [BTS
i Layer lveRf[ | & S NG H]ORaABNeLl YINERIYA TN
ABSC
| Base Station Controller
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¢cSYSt D{ a-ll. Af

/8\ pvqfs;<:: MSC
i Mobile Switching Center VAN

BSC BSC

TelefonAramaT o6 f S Y71

MSC
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A HLR>Home Location Register
A VLR->VisitorLocatinRegister

5 EoE @

------------- MSC MSC MSC |----

BSC BSC BSC
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TelefonDinleme

Telefon
Dinleme
Vasal - Yasal
Olmayan
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YasallelefonDinleme

Al | 6 SNI DAY I WA v& € B2 rilagdPsjile
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YasallelefonDinlemell
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A5 S € AlOYA&iY8 | NR P NJ
ADSY Sttt A1fS LI aAT RAYESY
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A Authentication
I A3
I A8
A AFTNBf SYS
i A5/0
T A5/1
i A5/2
i A5/3
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